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1 Introduction 
 
1.1 Communication with family and friends is an essential element of support and 

comfort for service users either in hospital or whilst receiving care as an out-
patient.  Modern technology has made communication relatively easy through 
the widespread use of mobile phones, tablets, I-devices and digital messaging 
such as SMS, instant messaging, e-mail and use of social media and blog. 

 
1.2 Mobile devices often feature other functions, such as video and audio recording 

capability and music players.  Consequently, there is potential to use this 
equipment for activity which interferes with patient and / or staff confidentiality, 
dignity and privacy. 

 
1.3 Additionally, ring tones, music or video streaming may cause a disturbance or 

disruption to others. 
 
1.4 There are a number of risks associated with the use of mobile technology, which 

have previously caused of incidents or could create issues for service users, 
visitors and staff.  These include: 

 

 Theft and exploitation 
 

 Bullying and harassment of staff and other service users 
 

 Drug dealing 
 

 Intrusive / unwanted / nuisance / obscene phone calls 
 

 Debt associated with running up big phone bills 
 

 Use as a weapon 
 

 Problems of illicit photography, videoing and recording 
 

 Health and safety risks associated with equipment not electrically 
PAT tested to Trust standards 

 

 Mains charging leads used as ligatures 
 

1.5 This policy must be read in conjunction with MT-PGN-01 Use of Networked 
Facilities within In-patient settings for guidance on service users having 
access to Trust Wi-fi and Trust Keep In Touch (KIT). 

 
2 Purpose 
 

2.1 The purpose of this Policy is: 
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 To set out some key principles for service users, visitors and staff 
about the use of mobile devices with Cumbria Northumberland, 
Tyne and Wear NHS Foundation Trust (The Trust / CNTW).  

 

 To find a balance between the needs of service users and visitors 
to maintain contact with family and friends and the need to protect 
against the misuse of technology such as:  

 
o Promoting positive contact with carers, friends and 

relatives 
 

o Providing a therapeutic environment 
 

o Protecting the rights of individuals 
 

o Protecting people from abuse 
 

o Promoting recovery 
 

o Protecting confidentiality 
 

o Promoting acceptable standards of behaviour 
 
 
3 Duties, Accountability and Responsibilities 
 
3.1 The Trust has a legal obligation to respect the service user’s private life and to 

maintain the safety, privacy, dignity and confidentiality of service users and all 
information related to them.  The Human Rights Act 1998 (HRA) enshrines the 
right to respect for private and family life set out in Article 8 of the European 
Convention on Human Rights and makes it unlawful for public authorities to act 
in a way which is incompatible with the convention. 

 
3.2 Mobile phones and mobile computing devices provide a readily available means 

of communication with family and friends and are in widespread use. The 
Trust’s position is that all patients will have access to mobile phones and mobile 
computing devices unless there is a cause for concern in which case risk 
assessments must be completed and consideration will be given to supervised 
mobile phone access for example. Most detained patients are therefore likely 
to have one. It is unlikely to be appropriate to impose a blanket restriction 
banning their use except in units specifically designed to provide enhanced 
levels of security in order to protect the public. Blanket restrictions may breach 
article 8.  (8.20 Mental Health Act (MHA), Code of Practice (CoP)).  In these 
instances these decisions would be following a full risk assessment and 
consideration of the patients’ rights.  
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3.3 The Trust aims to preserve and protect the privacy, dignity and confidentiality 
of all service users, visitors and staff.  Photographing or recording may only be 
carried out with the consent of the service user, visitor or staff member, or in 
the case of a child, their parent or guardian. 

 

 Responsibility for implementation and compliance to this Policy 
lies with the Chief Executive and the Corporate Decisions Team 
(CDT). 

 

 The Executive Director of Commissioning and Quality Assurance 
as Senior Information Risk Owner (SIRO) has delegated 
responsibility from the Chief Executive. 

 

 Group Directors must ensure ownership for implementation 
throughout their respective Localities and Business units. 

 

 It is the Responsible Clinician’s (RC) responsibility alongside 
other members of the MDT to manage and monitor the risks 
associated with service users under their care. 

 

 This Policy applies to all patients, visitors, employees of the Trust, 
temporary staff, volunteers, contract and agency staff and any 
other persons working on behalf of the Trust. 

 
4 Definition of Terms 
 

 Mobile Device: Includes but not limited to: 
 

o Mobile Phones 
 
o Tablets 
 
o I-devices 
 
o PCs / Lap Tops 
 

 Digital messaging: Includes but not limited to: 
 

o SMS 
 

o Instant messaging 
 

o E-mail 
 

o Social Media 
 

o Blog 
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5 Procedure / Process 
 
5.1 Inpatients 
 
5.1.1 The Trust makes every effort to support service users in making and 

maintaining contact with family and friends by a variety of technology with the 
appropriate privacy. 

 
5.1.2 Service users, carers, families and visitors, however, will be advised of the risks 

of bringing mobile devices into in-patient wards (and Outpatient Clinics), 
particularly of theft / loss.  They will also be advised of the potential limitations 
associated with risks placed on the use of such as set out within this Policy. 

 
5.1.3 On admission all service users must be asked if they have a mobile device and 

charger in their possession and advised of the risks and potential for limited use 
based on clinical risk of retaining the device whilst in hospital. Risks will be 
assessed on an individual basis and at times it may be necessary for service 
users to have the mobile device and / or phone chargers removed and either 
given to their carer / next of kin or kept in storage.  This situation must be 
assessed on a regular basis by the MDT/ ward staff. 

 
5.1.4 Information should be available on all sites with specific reference to the 

following: Information may be specific to function and type of service/ward. 
 

 Keeping the device on silent setting 

 

 No use during therapeutic activities 

 

 Take steps to keep the device safe and secure at all times 

 

 Do not lend the equipment to other service users 

 

 Use of the recording or photography facility on any devices can 
only be used with specific permission from hospital staff and the 
patients involved; advice should be sought via Information 
Governance and policy regarding specific requests  

 

 Never download inappropriate / illegal images; 

 

 Use of mobile phones should be encouraged to be used in private 
areas to minimise disturbance to other patients on the ward. 

 
5.1.5 On admission the service user’s device must be listed in the property sheet and 

if handed in for safe keeping, the device must be labelled clearly with the name 
of the owner and a copy of the property sheet will be offered to the service user. 
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5.1.6 It is generally assumed that service users will retain their device. At times there 
may be exceptions to this and in these cases, a Risk Assessment (See 
Appendix 2) must be undertaken by the ward staff. The Risk Assessment must 
be reviewed regularly in response to the changing presentation of service user.  
All Service users must agree to the conditions of use, and sign the user 
declaration (See Appendix 1).  They should also sign the disclaimer notice for 
patients valuables and cash (See the Trust’s Standard Financial Instructions 
Policy - CNTW(O)51 and Practice Guidance Note, Admission for Guidance for 
Patients Monies and Property - SFI-PGN-16-01.  Both should be scanned to 
RiO, and a copy offered to the service user. If the patient is accessing the Trust 
Wi-fi using their mobile phone or mobile internet device they must read the 
Acceptable use policy (see Appendix 2 of MT-PGN-01 Use of Networked 
Facilities within In-patient settings) and a RiO Patient Network Care Plan must 
be completed (see Appendix 3 of MT-PGN-01 Use of Networked Facilities 
within In-patient settings). 

 
5.1.7 If the device is being denied a clear explanation will be given to the service user 

and their carer (where appropriate). Alternatives to keeping in touch must be 
offered a part of Risk assessment and care plan. The Risk Assessment must 
be scanned into RiO.  The Risk Assessment will become invalid after discharge 
and must be repeated if readmitted into services. This risk assessment needs 
regular review and where appropriate this assessment should fully include 
service user/family and changed accordingly.  

 
5.1.8 Detained / Deprived patients who are assessed by the Clinical Team not to have 

the capacity to manage the identified risks of using a mobile device should be 
supported to use their devices appropriately i.e. if wishing to keep in touch with 
family, carers / friends. A care plan should be written to support this. 

 
5.1.9 If the decision is made to remove a service user’s device, it should could be 

given to the carer or relative for safekeeping, or placed in secure storage, until 
the service users risks/presentation have changed or is granted leave or 
discharged from the ward.  The option of the storage should be in consideration 
with the service user’s wishes / choice. 

 
5.1.10 Service users should be advised of alternative options for keeping in touch. This 

may vary on each ward depending on what is available.  
 
5.1.11 On wards where they have PC’s for patient use (or where the service user does 

not have access to a mobile device) and wishes to access them, please refer 
to MT-PGN-01 Use of Networked Facilities within In-patient settings for 
information about Trust Keep in Touch (KIT) which is available in North East 
wards only. Some areas of the Trust are able to access the Trust Wi-Fi with 
Amazon Fire devices where KIT is not available. 

 
5.1.12 Service users who are found to have misused their device in contravention of 

the conditions of use and / or have used their device to record or take 
photographic images on Trust premises will be asked to delete these images. 
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If they refuse to do so ward staff will work with the patients to delete / remove 
the photos / recordings. Information governance policy and guidance/advice 
should be sought/taken. In some cases the Police may be need to be contacted 
as per 5.1.13. 

 
5.1.13 Depending on the suspected images or photos taken, staff may need to seek 

advice from a Senior Manager.  (See the Trusts Security Management Policy - 
CNTW(O)21 and Practice Guidance Note, Working with Police and Criminal 
Justice System - SM-PGN-11).  If a potential crime has been committed or there 
are potential concerns regarding Safeguarding, they may also need to contact 
the Police or Safeguarding Team.  A web based report will need to be submitted 
for any of the above circumstances. 

 
5.1.14 Following any such events the phone will be removed and placed in storage 

until the next Clinical Review takes place.  The reasons for removal and 
subsequent clinical decisions will be discussed with the service 
user/carer/family and should be clearly documented in the service user’s clinical 
notes. 

 
5.2 Visitors 
 
5.2.1 To minimise disruption to patients and protect privacy and dignity on the ward, 

visitors should refrain from using their mobile devices on the ward, and will be 
asked to switch off / silence mobile devices when entering the ward.  This is to 
support the maintenance of a therapeutic environment for other patients.  In 
some circumstances, based on individual need, i.e. if a relative is needing to 
take an urgent call etc. this can be discussed with ward staff. 

 
5.2.2 If visitors are found to be using their recording or photographic facility outside 

of an agreement with staff, they will be advised that they are in breach of patient 
confidentiality and human rights and asked to delete the recording or 
photograph.  They must do so in the presence of staff.  If they refuse, the 
situation must be escalated to a Senior Manager who will decide if the situation 
requires reporting to the police.  (See the Trust’s Security Management Policy 
- CNTW(O)21 and Practice Guidance Note, Working with Police and Criminal 
Justice System - SM-PGN-11). 

 
5.2.3 In the event of a visitor refusing to respect these requests they may be asked 

to leave the clinical area.  Staff should seek from Senior Manager i.e. ward 
manager Point of Contact (POC) etc., it may be necessary as above to contact 
the Police. 

 
5.2.4 If a service user or carer needs to use recording equipment i.e. to record a 

review, please refer to the Trust’s Visual Imaging and Audio Recording Policy - 
CNTW(O)45. 
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5.3 Outpatient Clinics 
 
5.3.1 Service users and visitors attending outpatient clinics should switch off / silence 

their mobile devices and when possible leave the clinic area should they need 
to use them. 

 
5.4 Trust liability for Loss, Damage and Cost 
 
5.4.1 The Trust will not accept responsibility or liability for loss or damage to mobile 

devices belonging to service users or visitors and will not accept responsibility 
or liability for mobile phone bills.  A disclaimer notice via the Trust’s Standing 
Financial Instructions Policy - CNTW(O)51 and Practice Guidance Note, 
Admission for Guidance for Patients Monies and Property - SFI-PGN-16-01, 
should be completed. 

 
 
5.5 Forensic and Psychiatric Intensive Care unit (PICU) Services 
 
5.5.1 It is recognised that there may be locally agreed procedures within certain 

services within CNTW, i.e. Forensic and Psychiatric Intensive Care Services 
regarding the use of mobile devices by service users and visitors are 
operational.  They may describe a more restrictive approach in order to meet 
the specific needs and risks of the service user group. 

 
 
5.6 Charging Mobile Devices 
 
5.6.1 Wherever possible all electrical equipment is required to be PAT tested to 

provide safety requirements.  A Risk Assessment must be carried out to 
determine if it is clinically safe both for the individual and the other patients on 
the ward to keep their personal chargers.  If it is assessed as not safe, personal 
chargers should be put in safe keeping or given to a carer or next of kin for 
removal and safekeeping.  This will ensure the Trust is meeting safety 
standards.  This Risk Assessment should be carried out on an ongoing basis. 

 
 
6 Identification of Stakeholders 
 
6.1 As this is a reviewed Policy with content that relates to operational and / or 

clinical practice the Policy was therefore circulated Trust-wide for a two week 
Consultation to the standard distribution listed below: 

 

 North Locality Care Group 

 Central Locality Care Group 

 South Locality Care Group 

 North Cumbria Locality Care Group 

 Corporate Decision Team 
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 Business Delivery Group 

 Safer Care Group 

 Communications, Finance, IM&T 

 Commissioning and Quality Assurance 

 Workforce and Organisational Development 

 NTW Solutions 

 Local Negotiating Committee 

 Medical Directorate 

 Staff Side 

 Internal Audit 

 Health Safety Security and Resilience 

 
7 Training 
 
7.1 All Directors should ensure that all staff are correctly trained, through induction 

training needs analysis and personal development programs. Levels of training 
are identified in the training needs analysis (see Appendix B) and are included 
within the Essential Training Guide which forms part of the Trust’s Staff 
Appraisal Policy - CNTW(HR) 09 – and Practice Guidance Notes. 

 
7.2 Information Governance training is delivered as part of the Trust Induction 

Programme and includes:  
 

 Data Protection Act 2018 

 

 Confidentiality. 

 
7.3 Information Governance E-learning is mandated for all staff on an annual basis 

through the NLMS Training System. 
 
7.4 Where additional training is required it is the responsibility of both Managers 

and staff to ensure that this is undertaken and that attendance is recorded. 
 
7.5 Levels of training are identified in the training needs analysis and are included 

within the Training Guide which can be accessed via the Local Trust Intranet, 
Services>Corporate Services>CNTW Academy>Training Needs Analysis 
2020-2023 

 
 
8       Implementation 

 
8.1 Taking into consideration all the implications associated with this Policy, it is 

considered that implementation immediately following ratification is achievable 
for the contents to be implemented across the Trust. 
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8.2 This will be monitored by the relevant Quality and Performance Groups during 

the review process.  If at any stage there is an indication that the target date 
cannot be met then the Group will consider the implementation of an Action 
Plan. 

 
9 Monitoring 
 
9.1 Responsibility for monitoring compliance with this Policy lies with Directors and 

Line Managers. 
 
9.2 Compliance with this Policy will be monitored through observation, and through 

incident management in line with the Trust’s Incident Reporting Process. 
 
9.3 Any non-compliance issues by staff will be reported to the line managers 

concerned and may be handled through staff disciplinary processes or 
contractual arrangements as appropriate. 

 
 
10 Incident Reporting 
 
10.1 All incidents involving non-compliance, safety / clinical concerns, the loss of 

data whether encrypted or unencrypted must be reported immediately to the 
Information Governance Department and dealt with in accordance with the 
Trust’s Incident Reporting Procedure.  (See the Trust’s Incident Policy - 
CNTW(O)05, Reporting and Procedures). 

 
 
11 Associated Documents 
 

 CNTW(O)05 - Incident Policy including Practice Guidance Notes 
 

 CNTW(O)09 - Records Management Policy 
 

 CNTW(O)21 – Security Management Policy 
 

o SM-PGN-11 – Working with Police and Criminal 
Justice System practice guidance note (PGN) 

 

 CNTW(O)28 - Information Governance Policy 
 

 CNTW(O)29 - Confidentiality Policy 

 

 CNTW(O)30 - Removable Media Data Encryption Policy 
 

 CNTW(O)33 - Risk Management Policy 
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 CNTW(O)35 - Information Security Policy 
 

 CNTW(O)36 - Data Protection Policy 
 

 CNTW(O)44 - Acceptable Use of Email Policy 
 

 CNTW(O)45 – Visual Imaging and Audio Policy 
 

 CNTW(O)51 – Standard Financial Instructions Policy 
 

o SFI-PGN-16-01- Admission for Guidance for Patients 
Monies and Property PGN 

 

 CNTW(O)55 - Information Risk Policy 
 

 CNTW(O)62 - Information Sharing Policy 
 

 CNTW(O)63 - IT Procurement Policy 
 

 CNTW(HR)09 – Staff Appraisal Policy and Practice Guidance 
Notes 

 

 IT Security Handbook 
 
 
12 References 
 

 https://digital.nhs.uk/ accessed 20.10.2020 

 

 Department of Health circulars on Removable Media 

 

 

https://digital.nhs.uk/
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Appendix A 

 
Equality and Diversity Impact Assessment Screening Tool 

 

Equality Analysis Screening Toolkit 

Names of Individuals 
involved in Review 

Date of Initial 
Screening 

Review Date Service Area / Locality 

Suzanne Miller Nov 2020 Nov 2023 Trustwide 

Policy to be analysed Is this policy new or existing? 

CNTW(O)52 - Mobile Technology for Service 
Users and Visitors Policy V02 

existing 

What are the intended outcomes of this work? Include outline of objectives and function aims 

The Policy has been created to:  

Advise staff of their  responsibilities towards service users, other staff and members of the public 
with regard to the safe use of  mobile technology whilst supporting communication  

 

Who will be affected? e.g. staff, service users, carers, wider public etc 

Staff, service users, carers and the wider public. 

Protected Characteristics under the Equality Act 2010. The following characteristics have protection 
under the Act and therefore require further analysis of the potential impact that the policy may have upon 
them 

Disability  N/A 

Sex  N/A 

Race  N/A 

Age  N/A 

Gender reassignment  

(including transgender) 

N/A 

Sexual orientation. N/A 

Religion or belief  N/A 

Marriage and Civil 
Partnership 

N/A 

Pregnancy and maternity 

 

N/A 
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Carers  N/A 

Other identified groups  N/A 

How have you engaged stakeholders in gathering evidence or testing the evidence available?  

Though standard policy consultation mechanisms. 
 

How have you engaged stakeholders in testing the policy or programme proposals?  

Though standard policy consultation mechanisms. 
 

For each engagement activity, please state who was involved, how and when they were engaged, 
and the key outputs: 

Though standard policy consultation mechanisms. 
 

Summary of Analysis Considering the evidence and engagement activity you listed above please 
summarise the impact of your work. Consider whether the evidence shows potential for differential impact, 
if so state whether adverse or positive and for which groups. How you will mitigate any negative impacts. 
How you will include certain protected groups in services or expand their participation in public life. 

N/A 

Now consider and detail below how the proposals impact on elimination of discrimination, 
harassment and victimisation, advance the equality of opportunity and promote good relations 
between groups. Where there is evidence, address each protected characteristic 

Eliminate discrimination, harassment and 
victimisation  

N/A 

Advance equality of opportunity  N/A 

Promote good relations between groups  N/A 

What is the overall impact?  

 

N/A 

Addressing the impact on equalities  
N/A 

From the outcome of this Screening, have negative impacts been identified for any protected 
characteristics as defined by the Equality Act 2010? No 
 

If yes, has a Full Impact Assessment been recommended?  If not, why not? 
 

Manager’s signature:         Suzanne Miller                             Date: Nov 2020 
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Communication and Training Check List for Policies 
 

Key Questions for the accountable committees designing, reviewing or agreeing a new 
Trust policy 
 

Is this a new policy with new training requirements 
or a change to an existing policy? 

No this is an existing policy. Awareness 
training will be via local staff induction  

If it is a change to an existing policy are there 
changes to the existing model of training delivery? 
If yes specify below. 

Service user and visitor access to mobile 
Technology. No changes to delivery of 
training   

Are the awareness/training needs required to 
deliver the changes by law, national or local 
standards or best practice? 

Please give specific evidence that identifies the 
training need, e.g. National Guidance, CQC, NHS 
Resolutions etc.  

Please identify the risks if training does not occur.  

To ensure adherence to the Data Protection 
Act 1998 and the DOH National Directive. 

Risk assessment of patients safe use of 
equipment 

Awareness of policy only is required. 

Please specify which staff groups need to 
undertake this awareness/training. Please be 
specific. It may well be the case that certain groups 
will require different levels e.g. staff group A 
requires awareness and staff group B requires 
training.  

It is essential that all staff groups working with 
confidential/personal data are made aware of 
the policy and the personal responsibilities  
 

Is there a staff group that should be prioritised for 
this training / awareness?  

All staff but particularly those working with 
service users on In patient wards. 

Please outline how the training will be delivered. 
Include who will deliver it and by what method.  
 
The following may be useful to consider: 
Team brief/e bulletin of summary 
Management cascade 
Newsletter/leaflets/payslip attachment 
Focus groups for those concerned 
Local Induction Training 
Awareness sessions for those affected by the new 
policy 
Local demonstrations of techniques/equipment 
with reference documentation 
Staff Handbook Summary for easy reference 
Taught Session, E Learning 

Team brief, CEO Bulletin, Intranet, face to 
face training, management cascade, Local 
inductions staff meetings. 

Please identify a link person who will liaise with the 
training department to arrange details for the Trust 
Training Prospectus, Administration needs 

 Not required 

Appendix B 
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Appendix B – continued 
Training Needs Analysis 

 

Staff/Professional 
Group 

Type of Training Duration of 
Training 

Frequency of 
Training 

All Staff 

Training on service user 
and visitor use of Mobile 

Technology and 
adherence to Policy / PGN 

 

Depends on 
member of staff 

When required 

 

 

 

 

Should any advice be required, please contact:- 0191 245 6770 (internal 56777- Option 
1) 
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Appendix C 
 

Monitoring Tool 
 

Statement 
 
The Trust is working towards effective clinical governance and governance systems.  To 
demonstrate effective care delivery and compliance, policy authors are required to include 
how monitoring of this policy is linked to auditable standards/key performance indicators 
will be undertaken using this framework. 
 

CNTW(O)52 – Mobile Technology for Service Users and Carers Policy - Monitoring 
Framework 

Auditable Standard / Key 
Performance Indicators 

Frequency / Method / Person 
Responsible 

Where Results and 
any Associate 
Action Plan will be 
reported to 
implemented and  
monitored; (this 
will usually be via 
the relevant 
Governance Group) 
 

1 All incidents and breaches 
of the Policy must be 
clearly and accurately 
recorded 

Incidents are reported Live via Web 
Based Reporting 

Caldicott and Health 
Informatics Group 

Associate Directors; 
Q and P Meetings 

 

The Author(s) of each Policy is required to complete this monitoring template and ensure 
that these results are taken to the appropriate reporting governance group as above in 
line with the frequency set out. 
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Patient Consent Form regarding Use of Mobile Phone 
 
If it has been assessed for you to be able to use your mobile device whilst on the ward, 
we request that you:  
 

 Keeping the device on silent setting 
 

 No use during therapeutic activities 
 

 Take steps to keep the device safe and secure at all times 
 

 Do not lend the equipment to other service users 
 

 Use of the recording or photography facility on any devices can only be used 
with specific permission from hospital staff and the patients involved 

 

 Never download inappropriate / illegal images 
 

 Use of mobile phones should be encouraged to be used in private areas to 
minimise disturbance to other patients on the ward. 

 
 

Signature of Patient  

Print Name  

RiO Number  

Signature of Witness  

Print Name  

Designation  

Ward  

Date  Admission Date  
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Patient’s Internet Access Risk Assessment Form 

 

Ward  

Name  

RiO No  DOB:  

Sex  Male Female (delete as appropriate) 

Taken to MDT Review on  

Access to the internet is/is not granted  

A) If granted - User Group:- 

1. Has the patient read the Access to the Internet Agreement Yes No 

2. Has the patient signed the consent form (please attach) Yes No 

3. Once access has been granted please ensure all sections 
of this form have been completed and a copy filed in the 
patient’s notes 

Yes No 

4. A Care Plan is in place Yes No 

B) If denied – reasons for refusal: 

 

 

 

 

 

Date Information fed back to 
patient: 

 

Signature (Care Coordinator):  

Signature (RC):  

Date  

 


