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1 Introduction 

 
1.1 Patient access to IT equipment and the internet must be conducted within a 

safe and secure environment.  This Practice Guidance Note (PGN) covers 
the use of IT equipment and the Internet Service, by Inpatients within 
Cumbria, Northumberland, Tyne and Wear NHS Foundation Trust (the Trust 
/ CNTW).  The Practice Guidance Note addresses the following: 

 

 The procurement process for IT equipment and Internet 
Service 

 

 The advisory assessment process for clinicians 
 

 Creating, amending and removing service users’ accounts 
 

 Registration of service users’ accounts and assigning them to 
user groups 

 

 Using the Equipment 
 

 Acceptable and unacceptable use of the equipment and 
internet 

 

 Dealing with errors and faults with the equipment and / or 
Internet Service 

 

 Updated and additional software 
 

 Reporting suspected misuse of equipment and Internet 
Service 

 

 Problems with hardware, and disposal of equipment 
 
2 Access to Wi-Fi from inpatient’s own device  

 
2.1 Inpatients across the Trust are able to access Wi-Fi connections on their 

own devices.   
 
 Whilst this connection is appropriate for the majority of our Inpatients, some 

patients, based on risk assessment, may need to have restricted or 
supervised access to their own devices.  Depending on the clinical area and 
circumstances of the patient, preventing access to personal IT equipment 
may raise issues of personal freedom under the Human Rights Act.  
Therefore issues relating to access will need to be considered in the context 
of the individual patient risk assessment by the Multi-Disciplinary Team (See 
Appendix 1).  The Trust recognises the diversity and individuality of patients 
receiving care and treatment, and clinical teams are to make decisions 
regarding access based on individual circumstances and individual needs, 
thus avoiding any potential blanket restrictions. 
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3 Trust Patient Wi-Fi use from inpatient’s own device  

   
3.1 Inpatients in the North East wards of the Trust with an Internet enabled 

device such as a smartphone, computer, tablet and other devices such as 
games consoles and smart TV’s are able to connect these devices to the 
internet via the Trust’s patient Wi-Fi connection. 
 
As a public network and similar to Internet provision in places such as 
hotels, the Wi-Fi will use a shared key for access.  Inpatients connect to 
‘CNTWPublic’ and enter the key to connect. 
 
Clinicians should note there is limited logging in place on the network 
however there is basic filtering which should block illegal sites, though this 
cannot be guaranteed.   
 
Wi-Fi is available throughout the hospital bases and any issues with 
coverage should be reported to the Servicedesk. 
 
Following risk assessment, for some patients the use of the patient network 
KIT solution may be more appropriate. 
 

4 North Cumbria wards - Wi-Fi use from inpatient’s own device  
 
4.1 Inpatients in the North Cumbria wards with an Internet enabled device such 

as a smartphone, computer, tablet and other devices such as games 
consoles and smart TV’s are able to access the Trust public Wi-Fi (see 
Section 3).   

  
Furthermore, Inpatients in wards are also able to connect their own devices 
to the internet via North Cumbria Integrated Care (NCIC) public Wi-Fi 
connection. 
 
Inpatients connect to ‘NHS Wi-Fi’ network.  CNTW does not manage or 
maintain this network, therefore Clinicians should be aware that filtering and 
blocking cannot be guaranteed. 
 

5 Access to the Trust Patient Wi-Fi from Trust Keep In Touch (KIT) 
device (North East wards only) 

 
This solution may be used for all Inpatients in circumstances where 
Inpatients do not have access to their own device or where it is clinically 
agreed that appropriate to restrict access. 
 

5.1. Assess Inpatient’s Suitability to Access the KIT Service (North East 
Wards only) 

 
5.1.1. Clinician must risk assess all Inpatients requesting access to the KIT service 

for their suitability to use the internet.  (See Appendix 1). 
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Step Who Task 

1 Clinician Carries out a comprehensive risk assessment for 
each Inpatient who wants access for suitability, 
level of access, user group (see section 2.2) and 
supervision required 

2 Clinician Completes Patient Network Care Plan within RiO, 
detailing access, level of access, rationale, 
supervision requirements and review period 

3 Clinician If access to the service is denied, explains to the 
user the reasons for this decision and any review 
period 

4 Clinician Reviews the Inpatient regularly to monitor their 
restrictions of internet access 

5 Clinician Updates Patient Network Care Plan within RiO 
following review 

 
5.2 User Groups 
 
5.2.1 The Inpatient must be placed in the most suitable user group when carrying 

out a Risk Assessment, depending on their level of access.  Each user 
group has different levels of access and restrictions. 

 
5.2.2 A regular, local review (MDT) of service users’ internet access will need to 

be undertaken by Clinicians, and any decision made must be documented 
in the RiO Patient Network Care Plan. 

 
5.2.3 Standard Trust blocks include, but are not limited to: Drugs, File sharing, 

Gambling, Pornography, Nudity, Obscenity, and Web-blocking 
circumvention tools. 

 
5.2.4 Beyond standard Trust blocks there are 8 configured security groups which 

may evolve over time, these other groups offer blocking of specific groups 
including but not limited to: Alcohol and Medication, Social Media, Shopping, 
Webmail, Communications and Age Restricted Sites (16+ etc.). The 
justification/ rationale for application of blocking should be documented  in 
the RiO Patient Network Care Plan. 

 
 
5.3 Acceptable Use Policy (AUP) 
 

 Inpatients given access to KIT must sign an AUP.  (See 
Appendix 2) 

 

 The AUP must be explained to the Inpatient in the most 
appropriate manner; 
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 If an Inpatient is discharged the AUP becomes invalid and RiO 
should be documented appropriately; 

 

 If a service user does not abide by the AUP, access will be 
removed via Clinician update to the RiO Patient Network Care 
Plan. 

 
5.4 Documenting Access / Refusal to Access the KIT Service 
 
5.4.1 A Patient Network Care Plan must be completed.  In order to enable 

electronic account creation and management the form must be validated.  
(See Appendix 3) 

 
5.5 Creating, Changing and Removing User Accounts 
 
5.5.1 Account Creation 
 
5.5.1.1 Accounts will be created automatically via the validation of the Patient 

Network Care Plan within RiO.  A Patient Network report link within RiO will 
enable access for clinical staff to produce a print out of the Acceptable Use 
Policy and user name and password for patient internet access. Usernames 
will be generated procedurally, this will form a part of the users logon ID for 
accessing the internet e.g. K00001@kitsurf.net 

 
5.5.1.2 Group access is granted / updated at 1.00 a.m., daily via automation with 

categorisation software. 
 

Step Who What 

1 Clinician Completes and validates Patient Network Care 
Plan in RiO 

2 Automated 
process 

Internet access account is created to the 
specifications outlined within the submitted form 

3 Clinician Runs patient network report via link in RiO to 
access account details 

4 Automated 
process 

Following overnight update (1am), patient account 
is updated to the specifications outlined within the 
Patient Network Care Plan 

5 Patient Logs on to their account via internet explorer (see 
guidelines) 

6 Clinician Ensures the user changes their password on first 
logon. The user will not be prompted to do this 

mailto:K00001@kitsurf.net
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5.5.2 Amend User Group 
 
5.5.2.1 A clinician must review each user’s internet access and restrictions 

regularly.  If the user’s group needs to be changed: 
 

Step Who What 

1 Clinician Completes and validates Patient Network Care 
Plan in RiO with new user group level 

2 Clinician Blocks access where required until new user group 
levels are applied to the account 

3 Automated 
process 

Following overnight update (1am), patient account 
is updated to the specifications outlined within the 
Patient Network Care Plan 

4 Clinician Enables patient access to the internet with new 
group levels (providing new password information 
where required) 

 
5.5.3 Remove Users Account 

5.5.3.1 A clinician must remove a user’s account if the user no longer wants to use 
the internet service.  

 

 

 
 

   
 

  
5.5.3.2 Users will automatically be removed following a recording of inpatient 

discharge on RiO, however, will remain as per current user group when 
transferred and review of access will be completed by the ward the service 
user is transferred to. 

 
5.6 Passwords 
 
5.6.1 All new accounts are created with a temporary password.  When logging on 

for the first time, it is advisable that clinical staff support initial log in as 
clinical staff must ensure that the user changes their temporary password 
even though they will not be prompted to do so.  Follow this procedure: 

 

Step Who What 

1 Clinician Completes and validates Patient Network access 
form in RiO detailing access no longer granted 

2 Automated 
process 

Internet access account is disabled. 
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 To change a temporary password when logging on for the 
first time, or 

 

 To change a password at any time.  
 
5.6.2 Changing a Password 
 

1 Open Internet Explorer 
 
2 Insert User ID  
 
3 Insert password 
 
4 Click on change password 

 

 

 

5 Enter old password and new password. 

6. Change of password is complete. 

 
5.6.3 Forgotten Password 
 
5.6.3.1 A user can only change a password if they can remember their current 

password.  If they cannot remember the password, the Clinical Team must 
issue a temporary password via the Patient Network KiT Admin link in RiO 
reporting to enable the change.  

 

Step Who What 

1 Clinician Runs patient network report via link in RiO to 
change password 

2 Patient Logs in with temporary password 

3 Patient Changes password as described in Change 
Password process 
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5.7 Computer Software 
 

 A user is able to use the computer software without accessing 
the internet and requiring a username and password (for 
example, Microsoft Word or Microsoft Excel) 

 

 All software and operating system updates will be managed 
centrally by the Informatics Department 

 

 The IT Service Desk is unable to offer support on the 
operation of installed software packages 

 

 Both hardware and software issues will be resolved by 
swapping out the hardware 

 
 

5.8 Saving KIT Users Data 
 

 Restrictions are in place to prevent data from being saved 
locally 

 

 Local procedures will be required depending on the nature of 
the service and the users 

 

 Cloud storage will not be blocked, however, this will not be 
supported by the Informatics Team and data security cannot 
be ensured 

 

 External storage devices may be used to store user data, 
however, these will neither be supplied nor supported by the 
Informatics Team (for example, external hard drives or usb 
sticks).  Wards should consider the risk of innappropirate use 
and requirement for supervised use 

 

 Access to external storage devices will require a local 
procedure to be defined by the service 

 
 
5.9 Suspected Misuse of the Internet 
 
5.9.1 It is the clinician’s responsibility to alert IT Service Desk of any suspected 

misuse of the internet; audit logs will not be routinely distributed. 
 
5.10 Errors and Faults 
 

 The KIT hardware is built to restore back to a pre-configured state 
when restarted and as such, most issues can be resolved by 
restarting the hardware; 
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 The IT Service Desk can remotely support the KIT hardware, 
however, support offered is limited and in the majority of cases a 
technician will be required to replace the hardware with a newly 
configured unit. 

 
 
5.11 Records Management - Data Recording 

 

 IT and Internet use must be recorded on RiO as set out in 5.4; 
 

 A user will click ‘I agree’ to User Terms and Conditions each 
time they log on to the KIT Internet. 

 
 

5.12 Disposal of Equipment 
 
5.12.1 The disposal of the KIT equipment will follow the Trust guidelines on 

Disposal of equipment and be carried out through the IT Service Desk. 
 
 
5.13 Contacts 
 

IT Service Desk 
Telephone: 0191 2466999 
Email: servicedesk@cntw.nhs.uk  
 

mailto:servicedesk@cntw.nhs.uk
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Appendix 1 

 

Reference for Patient Assessments 
 
This document provides advice to Clinicians in their assessment of patients in the care 
of Cumbria, Northumberland, Tyne and Wear NHS Foundation Trust (the Trust / 
CNTW) as a service user. 
 
A procedure is required for defining a service user’s level of internet access because 
accessing the internet can potentially be used for harmful and illegal practices as well 
as social, recreational, therapeutic and business purposes.  General guidelines are 
detailed later in this document. 
 
Internet access is viewed as very much a part of everyday life and is seen as an 
essential aspect to perform in people’s everyday lives.  In addition, the evolution of the 
internet has moved on to the extent that now internet access can play a part in a 
service user’s care and rehabilitation. 
 
Currently, many patients within the Trust may be at risk of Digital Exclusion due to the 
environment in which they live.  As a service of the Trust, it is beneficial to promote 
the safe and effective use of information technology and usage of the internet.  The 
aim of this service is to encourage the use of information technology and the internet 
in a positive and safe environment once an initial risk assessment has been 
completed.  
 
Patient Assessment 
 
Assessment of a patient is not, and cannot be, a defined process.  This is due to some 
of the points of consideration listed below.  In essence this is a Risk Assessment on a 
service user’s ability to use the internet without bringing any undue harm to 
themselves, others or the Trust.  
 
Consideration should be given but not necessarily limited to:  
 

 Historical and evidence based information 
 

 Behavioural patterns 
 

 Danger to themselves / others 
 

 Actively engaged in studies 
 

 Actively involved in therapeutic activities/hobbies needing internet access 
(e.g. arts and crafts, sport etc.) 

 

 Any known interest in groups that pose a potential risk. 
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Appendix 2 

Acceptable Use Policy  
 
Rules for Internet Use 
 
These rules apply to your use of the internet.  Please read them carefully and ask a member 
of staff if there's anything you don't understand.  By logging into the system you are accepting 
these rules and agree not to break them. 
 

 No visiting of sites or USB content with illegal, violent or sexually explicit content 
 

 No stalking, harassing, annoying, scaring or offending anyone else 
 

 No sharing or posting of materials you don’t have rights to copy 
 

 No breaking of rules on websites you visit 
 

 No buying of anything which is likely to be harmful to you or to anyone else 
 

 No writing or spreading of computer viruses or other harmful code 
 

 No forwarding of nuisance or hoax emails 
 

 No posting photos or videos of other people 
 

 No unauthorised running of your own business 
 

 No hacking of any site, or damage to IT systems 
 

 No sharing of logins or using someone else's login. 
 
If you break any of these rules, by accident or on purpose, please tell a clinician straight away. 
 
We keep a record of your internet use.  We will monitor your compliance with the above rules.  
Any breach may result in your access being supervised, reclassified or suspended whilst an 
investigation is undertaken.  Serious breaches may necessitate Police involvement. 
 
Certain elements of this solution are provided by an Internet hosted security company called 
zScaler (www.zscaler.com) accessed 20.10.2020.  All network traffic for the KiT solution goes 
through zScaler’s network so that it can be inspected and filtered for inappropriate or unsafe 
content. 
 
You will receive a copy of your Patient Network Care Plan.  This will detail your level of access 
and the reasons for this decision. 
 
The following login details have been created for you on the KIT Internet Service.  Please 
change your password to a more suitable word using the shortcut available on the Internet PC 
made available to you.  If anyone else finds out your login details tell a member of staff straight 
away. 

http://www.zscaler.com/
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Appendix 3 

 

Patient Network Care Plan 
 

Patient Network Access 

Client ID:  NHS No:  

Client Name:  DOB:  

Assessment Date:  Ward:  

 

Service User Assessment Guidance Hyperlink 

Access to the Internet: Granted / Not Granted options 

Reason for refusal: To detail clinical decision why access is not to 
be granted 

User Group:  1-8 or N / A if not given access options 

Rationale for changing access group 
following MDT discussion:  

To record reason for access changes  

Acceptable Use Policy require further 
support and discussion with the 
service user:  

Yes / No options 

Does the service user require 
supervised access 

Yes / No options 

Further information regarding access 
(supervised / unsupervised) 

To provide further detail, where required, for 
supervised / unsupervised access  

Next Review Date:  Date Field to detail the date access is to be 
reviewed  

Validate:  Y/N check box to validate and process access 
requirements 

 

 

 


