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1 Introduction 
 
1.1 This policy sets out the approach taken within Cumbria, Northumberland 

Tyne NHS Foundation Trust (the Trust) to provide a robust Information 
Governance (IG) Management Framework, for the current and future 
management of information, and compliance with required legislation.  

 
1.2 This policy sets out to further develop and implement a change in culture    

towards IG by all staff.  IG is a key component of performance management, 
i.e. it is central to the working practices of all staff, of all grades and roles, 
permanent or temporary, working within the Trust.  Through the 
implementation of the IG Policy, the Trust will:  

 

 Establish robust information governance processes conforming to the law, 

NHS and Department of Health standards 

 Ensure that all policies and procedures relating to the processing of 

personal information, including handling and holding personal and Trust 

corporate information are legal and conform to best and/or recommended 

practice 

 Ensure that clear information is given to patients, families and carers, and 

staff about how their personal information is recorded, handled, stored and 

(if required) shared by the Trust. The public will be provided with guidance, 

available in various formats, to explain their rights, how their information is 

handled, how they can obtain further information and how they can raise 

concerns.  This is published in the Privacy Notice that is included on the 

public website.  

 Provide clear advice and guidance to staff and ensure that they 

understand and apply the principles of Information Governance to their 

working practices in relation to protecting the confidentiality and security of 

personal information and to ensure the safekeeping and handling of Trust 

business information, and compliance with appropriate legislation 

 Ensure that procedures are reviewed on a regular basis to monitor their 

effectiveness in order that improvements or deficiencies in information 

handling standards can be recognised and addressed  

 Work to embed an Information Governance culture in the Trust through 

increasing awareness and providing training on the key issues  

 Maintain a clear reporting structure and ensure that through management 

action and training all staff understand the IG requirements  

 Undertake regular reviews and audits of how information is recorded, held 

and used. Audits will be used to identify good practice 

 Ensure that there are robust procedures for notifying and learning from IG 

breaches and incidents in line with the Incident Reporting Policy  

 Ensure improvement plans are developed and agreed in response to the 

NHS Digital Data Security and Protection Toolkit, (DSPT) developing and 

taking forward improvement plans pertaining to the current toolkit, and 

reporting progress to the Information Governance Group on a regular 

basis. 
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1.3 Information is a vital asset to the Organisation, both in terms of the clinical 

management of individual patients and the efficient management of services 
and resources.  It plays a key part the delivery of safe and effective care 
and treatment, management of services and performance management.  

 
1.4 It is therefore of paramount importance to ensure that information is 

efficiently managed, and that appropriate policies, procedures and 
management accountability and structures provide a robust governance 
framework for information management. 

 
2 Purpose 
 
2.1 The purpose of this Policy is:  
 

 To ensure that Cumbria Northumberland, Tyne and Wear 
NHS Foundation Trust (the Trust/CNTW) complies  with NHS 
requirements and national legislation; 

 

 To support the provision of high quality care by promoting the 
effective, secure and appropriate use of information; 

 

 To encourage responsible staff to work closely together, 
preventing duplication of effort and enabling more efficient use 
of resources; 

 

 To develop support arrangements and provide staff with 
appropriate tools and support to enable them to discharge 
their responsibilities under common law of confidentiality, 
Legislative requirements i.e.: 

 

 Data Protection Act 2018 (DPA) 
 

 Human Rights 1998 (HR) 
 

 Access to Health Records 1990 (AHR) 
 

 Freedom of information Act 2000 (FOI) 
 

 and national guidance and standards. 
 

 To enable the Organisation to understand its own 
performance and manage improvement in a systematic and 
effective way; 

 

 To implement National Data Guardian Standards as identified 
within the Data Security and Protection Toolkit; 

 

 To ensure that the standards of information security and 
confidentiality are consistent across the Trust; 
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 To provide the employees of Cumbria Northumberland Tyne 
and Wear NHS Foundation Trust (CNTW) and Social Care 
Community partner organisations with an Information 
Governance framework. 

 
2.2 The Trust’s partner may include: 
 

 Other NHS Trusts 
 

 Clinical Commissioning Group (CCG) 
 

 General Practitioners 
 

 Social Services 
 

 Clinical Networks 
 

 Probation Service 
 

 Education Services 
 

 Local Authorities 
 

 Police 
 

 Judiciary System 
 

 Voluntary Care Providers 
 

 Private Care Providers 
 

 Health and Safety Executive. 
 
 
3 Duties, Accountability and Responsibilities 
 

 Responsibility for implementation and compliance to this Policy 
lies with the Chief Executive; 

 

 The Senior Information Risk Owner (SIRO) has delegated 
responsibility from the Chief Executive.  The SIRO is the 
Executive Director of Commissioning and Quality Assurance;

 

 The Caldicott Guardian is the Trusts’ Medical Director and is responsible      
for protecting the confidentiality of service user information and enabling 
appropriate information sharing. This includes the confidentiality of service 
user information held in the electronic health records.  



 Associate Directors must ensure ownership for implementation 
throughout their respective Locality Care Groups; 
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 The Director of Informatics has the responsibility for ensuring that 
appropriate safeguards and monitoring facilities are in place; 
 

 Information Asset Owners (IAO’s) have responsibility for 
ensuring compliance within their own areas; 

 

 The Trust-wide Caldicott and Information Governance Group 
are responsible for the delivery of this Policy, including: 

 
 Gaining and maintaining awareness of security threats to 

information faced by the Trust; 
 

 Recording and where appropriate investigating breaches 
of security that occur within the Trust; 

 
 Developing the Security Policy; 

 
 Monitoring and reviewing the status of information security 

within the Trust; 
 

 Providing advice and guidance on information security 
issues; 

 
 Promoting awareness of information security issues within 

the Trust; 
 

 Each and every employee including voluntary and agency 
staff is responsible for the adherence to this policy; 

 
 Line managers in collaboration with the information 

Governance Team are responsible for the day-to-day 
management and oversight of this Policy; 

 
 Failure to comply with this Policy may result in disciplinary 

action. 
 

 
4 Definition of Terms 
 
4.1 Caldicott: 
 

 A review commissioned by the Chief Medical Officer.  A review 
committee under the chairmanship of Dame Fiona Caldicott, 
investigated the ways in which patient information is used in 
the NHS.  Seven information management principles were 
generated from a review carried out in 2013.Since then a 
further review has generated ten National Data Security 
Standards which highlight data security, consent and opt-outs. 
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4.2 Data Protection Act 2018: 
 

 The Data Protection Act 2018 revises the previous Data 
Protection Act 1998 and incorporates the General Data 
Protection Regulations which were implemented on 25th May 
2018.It sets standards which must be satisfied when 
obtaining, recoding, holding, using or disposing of personal 
data.  These are summarised by six data protection principles. 

 
4.3 Freedom of Information Act 2000: 
  
 The Freedom of Information (FOI) Act 2000 is part of the Government's 

commitment to greater openness in the public sector, The Freedom of 
Information Act 2000 will further this aim by helping to transform the culture 
of the public sector to one of greater openness.  It will enable members of 
the public to question the decisions of public authorities more closely and 
ensure that the services we provide are efficiently and properly delivered.  
The FOI Act replaces the non-statutory "Code of Practice on Openness 
in the NHS". 

 
4.4 Human Rights Act 1998 
 

In the UK, Human Rights are protected by this Act. One of these is the right to 
respect for family and private life, home and correspondence under Article 8. 
If personal information is disclosed to other people without consent, this can 
be an example of a breach of this right. Public bodies have to make sure their 
activities comply with the stated rights.  

 
 
Information Commissioner: 
 

 Appointed by the Government to regulate information related 
legislation in the UK, including the Data Protection Act 2018 
and the Freedom of Information Act 2000. 

 
4.4 Data Security and Protection Toolkit: 
 

 The Data Security and Protection Toolkit is an online tool 
that enables organisations to measure their performance 
against the National Data Guardian Standards. 

 
 

4.5 Information Governance: 
 

 The Information Governance Assurance framework for Health 
and Social care sets out the activities and roles which 
individually and collectively ensure that the Information 
governance standards are clearly defined and met.  It 
comprises a number of internal measures and organisational 
structures to improve information governance and external 
methods of providing oversight, monitoring and audit 
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4.6 Information Security: 
 

 Is the protection of information and information systems from 
unauthorised access, use, disclosure, disruption, 
modification or destruction. It ensures the availability, 
Integrity and confidentiality of information.  

 
4.7 Information Technology: 
 

 Is the study, design, development, implementation support or 
management of computer based information systems, 
particularly software applications and computer hardware.  IT 
deals with the use of electronic computers and computer 
software to convert, store, protect, process, transit and 
securely retrieve information. 

 
 
5 Procedure / Process 
 
5.1 The Trust recognises the need for an appropriate balance between 

openness and confidentiality in the management and use of information.  
The Trust fully supports the principles of corporate governance and 
recognises its public accountability, but equally places importance on the 
confidentiality of, and the security arrangements to safeguard, both personal 
information about patients and staff and commercially sensitive information.  
The Trust also recognises the need to share patient information with other 
health organisations and other agencies in a controlled manner consistent 
with the interests of the patient and, in some circumstances, the public 
interest. 

 

 The Trust believes that accurate, timely and relevant 
information is essential to deliver the highest quality health 
care.  As such, it is the responsibility of all clinicians and 
managers to ensure and promote the quality of information 
and to actively use information in decision making processes. 

 

 There are 4 key interlinked strands to the Information 
Governance Policy: 

 
o Openness; 

 
o Legal Compliance; 

 
o Information Security;  

 
o Quality Assurance. 

 
5.2 Openness 
 
5.2.1 The Trust will: 
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 Make available non-confidential information including services 
to the public through a variety of media, in line with the Trust’s 
code of openness; 

 

 Establish and maintain policies to ensure compliance with the 
Freedom of Information Act 2000; 

 

 Undertake or commission annual assessments and audits of 
its policies and arrangements for openness; 

 

 Ensure patients have ready access to information relating to 
their own health care, their options for treatment and their 
rights as patients (in line with appropriate legislation). 

 

 Have clear procedures and arrangements for liaising with the 
press and broadcasting media; 

 

 Have clear procedures and arrangements for handling queries 
from patients, staff, partner organisations and the public. 

 
5.3 Legal Compliance 
 
5.3.1 The Trust will: 
 

 Regard all identifiable personal information relating to patients 
as confidential; 

 

 Undertake or commission annual assessments and audits of 
its compliance with legal requirements; 

 
o Regard all identifiable personal information relating to staff as 

confidential. Information relating to staff maybe shared where 
national policy on accountability and openness and data 
protection legislation allows. 

 

 Establish and maintain policies to ensure compliance with the 
Data Protection Act 2018, Human Rights Act 1998 and the 
Common law of Confidentiality;  

 

 Establish and maintain policies for the controlled and 
appropriate sharing of patient information with other agencies, 
taking account of relevant legislation (e.g. Health and Social 
Care Act 2001, Crime and Disorder Act 1998, The Children 
Act 2004). 

 
5.3.2 The main legal and regulatory framework that the Trust must comply 

with is identified in Appendix 1. 
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5.4 Information Security 
 
5.4.1 The Trust will: 
 

 Establish and maintain policies for the effective and secure 
management of its information assets and resources; 

 

 Undertake or commission annual assessments and audits of 
its information and IT security arrangements; 

 

 Promote effective confidentiality and security practice to its 
staff through policies, procedures and training; 

 

 Establish and maintain incident reporting procedures and will 
monitor and investigate all reported instances of actual or 
potential breaches of confidentiality and security.  Where 
appropriate the Trust will report these incidents to NHS 
Digital/ICO via DSPT where applicable. 

 

 Implement ISO/IEC 27002:2005 Information Security 
Management Standard, as mandated for the NHS in 2001, 
as the basis for its Information Security Management 
arrangements; 

 

 Identify Information Governance issues utilising the DSPT, 
Organisational Audits and Risk Assessments.  These 
weaknesses will be addressed through formal programmes 
of improvement.  The Information Governance Team will 
have an approved improvement plan and a series of set 
objectives built around timescales to facilitate the delivery of 
such programmes. 

 

5.5 Information Quality Assurance 
 
5.5.1 The Trust will: 
 

 Establish and maintain policies and procedures for 
information quality assurance and the effective management 
of records; 

 

 Undertake or commission annual assessments and audits of 
its information quality and records management 
arrangements; 

 

 Expect managers to take ownership of, and seek to improve, 
the quality of information within their services; 

 

 Ensure information quality is assured at the point of 
collection; 
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 Set data standards through clear and consistent definition of 
data items, in accordance with national standards; 

 

 Promote information quality and effective records 
management through policies, procedures / user manuals 
and training; 

 

 Ensure all staff, including temporary, agency and contracted 
staff comply with the requirements of the Data Protection Act 
2018, the Freedom of Information Act 2000, and the Human 
Rights Act 1998, all of which have an impact on the 
confidentiality and security of information to varying degrees. 
Failure to implement their requirements may lead to criminal 
prosecution of both organisations and individual employees 
who breach the regulations. 

 
6 Identification of Stakeholders 
 

6.1 This is an existing policy which has only minor changes that do not relate to 
operational and/or clinical practice therefore did not require a full 
consultation process 

 

 North Locality Care Group 

 Central Locality Care Group 

 South Locality Care Group 

 North Cumbria Locality Care Group 

 Corporate Decision Team 

 Business Delivery Group 

 Safer Care Group 

 Communications, Finance, Informatics 

 Commissioning and Quality Assurance 

 Workforce and Organisational Development 

 NTW Solutions 

 Local Negotiating Committee 

 Medical Directorate 

 Staff Side 

 Internal Audit 

 Health Safety Security and Resilience 

7  Training 
 

7.1 Training for this Policy is incorporated into the annual Information 
Governance training mandated to all staff. 

 

7.2 Where additional training is required it is the responsibility of both managers 
and staff to ensure that this is undertaken and that attendance is verified 
and recorded. 
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8 Implementation 
 
8.1  Taking into consideration all the implications associated with this Policy, it 

is considered that a target date of Dec 2020 is achievable for the contents 
to be implemented across the Trust. 

 
9 Monitoring Compliance 
 
9.1  Responsibility for monitoring compliance with this Policy locally lies with 

Directors and Line Managers. 
 

9.2 The Information Governance Team will monitor compliance with this Policy 
through observation, spot checks and through incident management in line 
with the Trust Incident Reporting Process. 

 

9.3  Compliance with this Policy will be monitored by Internal or External Audit. 
 

9.4 Any compliance issues will be reported to the line managers concerned and 
may be handled through staff disciplinary processes or contractual 
arrangements. 

 

9.5 Incident Reporting 
 

9.5.1  All incidents involving electronic data must be advised immediately to the 
Information Governance Department and dealt with in accordance with the 
Trust Incident Reporting Procedure (See Trust Policy CNTW(O)05 - Incident 
Reporting, Procedures and Practice Guidance Notes). 

 
 
10 Equality and Diversity Assessment 
 
10.1 In conjunction with the Trust’s Equality and Diversity Officer this Policy has 

undergone an Equality and Diversity Impact Assessment which has taken 
into account all human rights in relation to disability, ethnicity, age and 
gender.  The Trust undertakes to improve the working experience of staff 
and to ensure everyone is treated in a fair and consistent manner. 

 
 
11 Fair Blame 
 
11.1 The Trust is committed to developing an open learning culture.  It has 

endorsed the view that, wherever possible, disciplinary action will not be 
taken against members of staff who report near misses and adverse 
incidents, although there may be clearly defined occasions where 
disciplinary action will be taken. 
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12 Fraud, Bribery and Corruption 
 
12.1  The Fraud Act 2006 represents an entirely new way of investigating fraud. 

It is no longer necessary to prove that a person has been deceived.  The 
focus is now on the dishonest behaviour of the suspect and their intent to 
make a gain or cause a loss. 

 
12.2  The Trust is committed to taking all necessary steps to counter fraud and 

corruption.  To meet its objectives, it has adopted the seven-stage approach 
developed by NHS Protect: 

 

 The creation of an anti-fraud and corruption culture; 
 

 Maximum deterrence of fraud and corruption; 
 

 Successful prevention of fraud and corruption which cannot 
be deterred; 

 

 Prompt detection of fraud and corruption which cannot be 
prevented; 

 

 Professional investigation of detected fraud and corruption; 
 

 Effective sanctions, including appropriate legal action against 
people committing fraud and corruption, and 

 

 Effective methods of seeking redress in respect of money 
defrauded. 

 
 
13  Associated Documents 
 

 CNTW(O)05 - Incident Policy, Procedures, Practice Guidance Notes; 
 

 CNTW(O)09 – Records Management Policy; 
 

 RM-PGN-1 Operational Guidance for the Creation, Retrieval, 
Maintaining and Storage of an E Record Support Clinical Health 
Record (paper format). 

 RM -PGN-02 Record keeping standards.  
 RM -PGN-03 Tracking and tracing.  
 RM-PGN-05 Access Requests in accordance with The Data 

Protection Act 2018 
 RM -PGN-06 Taking Clinical Paper Records/Information off Trust 

premises and/or Local Authority Premises. 
 RM -PGN-07 Operational Guidance for the Creation, Retrieval, 

Maintaining and Storage of Non-Clinical Operational Records. 
 RM -PGN-08 Psychological Practitioners and Record Keeping  
 RM-PGN-10 Chaplaincy Service 

 

 CNTW(O)26 - Data Quality Policy; 
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 CNTW(O)29 - Confidentiality Policy; 
 

 CNTW(O)30 - Removable Media Data Encryption Policy; 
 

 CNTW(O)33 - Risk Management Policy; 
 

 CNTW(O)35 - Information Security Policy; 
 

 CNTW(O)36 - Data Protection Policy; 
 

 CNTW(O)43 - Freedom of Information Policy; 
 

 CNTW(O)44 - Acceptable use of Email Policy; 
 

 CNTW(O)45 - Visual Imaging and Audio Policy; 
 

 CNTW(O)46 - Security of Data in Private Practice Policy; 
 

 CNTW(O)55 - Information Risk Policy; 
 

 CNTW(O)56 - Forensic Readiness Policy; 
 

 CNTW(O)57 - Registration Authority Policy; 
 

 CNTW(O)63 - Information Sharing Policy; 
 

 CNTW(O)65 – Acceptable use of Intranet and Internet Policy; 
 

 Staff IT Security Handbook. 
 
 
14 References 
 

 https://digital.nhs.uk/  

 www.ico.gov.uk 

 https://www.england.nhs.uk/chaplaincy/  

Information Governance: NHS Chaplaincy and Non-Religious Pastoral     
Support 

 
  

https://digital.nhs.uk/
http://www.ico.gov.uk/
https://www.england.nhs.uk/chaplaincy/
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Appendix A 

Equality and Diversity Impact Assessment Screening Tool 
 

Equality Analysis Screening Toolkit 

Names of Individuals 
involved in Review 

Date of Initial 
Screening 

Review Date Service Area / Locality 

Angela Fail Dec 2020 Dec 2023 Trust-wide 

Policy to be analysed Is this policy new or existing? 

CNTW(O)28 - Information Governance Policy – 
V07 

Existing 

What are the intended outcomes of this work? Include outline of objectives and function aims 

The purpose of this policy is to ensure that all staff, volunteers and contractors are aware of their 
individual responsibilities in relation to Information Governance and the security of sensitive, 
confidential and personal information held by Cumbria Northumberland, Tyne and Wear NHS 
Foundation Trust. 

Who will be affected? e.g. staff, service users, carers, wider public etc. 

Staff, service users, carers and the wider public. 

Protected Characteristics under the Equality Act 2010. The following characteristics have protection 
under the Act and therefore require further analysis of the potential impact that the policy may have 
upon them 

Disability  N/A 

Sex  N/A 

Race  N/A 

Age  N/A 

Gender reassignment  

(including transgender) 

N/A 

Sexual orientation. N/A 

Religion or belief  N/A 

Marriage and Civil 
Partnership 

N/A 

Pregnancy and maternity 

 

N/A 

Carers  N/A 

Other identified groups  N/A 

How have you engaged stakeholders in gathering evidence or testing the evidence available?  

Though standard policy consultation mechanisms. 
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How have you engaged stakeholders in testing the policy or programme proposals?  

Though standard policy consultation mechanisms. 
 

For each engagement activity, please state who was involved, how and when they were engaged, 
and the key outputs: 

Though standard policy consultation mechanisms. 
 

Summary of Analysis Considering the evidence and engagement activity you listed above please 
summarise the impact of your work. Consider whether the evidence shows potential for differential impact, 
if so state whether adverse or positive and for which groups. How you will mitigate any negative impacts. 
How you will include certain protected groups in services or expand their participation in public life. 

N/A 

Now consider and detail below how the proposals impact on elimination of discrimination, 
harassment and victimisation, advance the equality of opportunity and promote good relations 
between groups. Where there is evidence, address each protected characteristic 

Eliminate discrimination, harassment and 
victimisation  

N/A 

Advance equality of opportunity  N/A 

Promote good relations between groups  N/A 

What is the overall impact?  

 

N/A 

Addressing the impact on equalities  
N/A 

From the outcome of this Screening, have negative impacts been identified for any protected 
characteristics as defined by the Equality Act 2010? No 
 

If yes, has a Full Impact Assessment been recommended?  If not, why not? 
 

Manager’s signature:      Angela Fail                                          Date:          Dec 2020 
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Appendix B 

 
Communication and Training Check List for Policies 

 
Key Questions for the accountable committees designing, reviewing or agreeing a 
new Trust policy 
 

Is this a new policy with new training 
requirements or a change to an existing policy? 

No this is an existing Policy  

If it is a change to an existing policy are there 
changes to the existing model of training 
delivery? If yes specify below. 

N/A 

Are the awareness/training needs required to 
deliver the changes by law, national or local 
standards or best practice? 

Please give specific evidence that identifies the 
training need, e.g. National Guidance, CQC, NHS 
Resolutions etc.  

Please identify the risks if training does not occur.  

The training needs are led by legislation of 
the Data Protection Act, Freedom of 
Information Act, ISO/IEC 27002:2005 
Standard, guidance issued by the 
Information Commissioners Office and 
Mandatory IG Training endorsed by the Data 
Security and Protection Toolkit (DSPT) and 
NHS Digital 

Please specify which staff groups need to 
undertake this awareness/training. Please be 
specific. It may well be the case that certain 
groups will require different levels e.g. staff group 
A requires awareness and staff group B requires 
training.  

 Trust-wide 

Is there a staff group that should be prioritised for 
this training / awareness?  

It is essential that all staff groups within the 
Trust are made aware of the Policy and the 
responsibilities associated with the legislation 
and guidance 

Please outline how the training will be delivered. 
Include who will deliver it and by what method.  
 
The following may be useful to consider: 
Team brief/e bulletin of summary 
Management cascade 
Newsletter/leaflets/payslip attachment 
Focus groups for those concerned 
Local Induction Training 
Awareness sessions for those affected by the 
new policy 
Local demonstrations of techniques/equipment 
with reference documentation 
Staff Handbook Summary for easy reference 
Taught Session  
E Learning 

CEO Bulletin 
Intranet guidance 
Team based training upon request 
‘E’ Learning package through NHS Digital 
Induction Training 
Staff IT Handbook 

Please identify a link person who will liaise with 
the training department to arrange details for the 
Trust Training Prospectus, Administration needs 

Head of Information Governance and Medico 
Legal.  
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Appendix B – continued 

 

Training Needs Analysis 

 

Staff / Professional 
Group 

Type of Training Duration of 
Training 

Frequency of 
Training 

All Mandatory IG Training  1 hour 
 
Annual 
 

 

 

 

 

Should any advice be required, please contact:- 0191 245 6777 (Option-1) 
       Internal: 56777-Option-1 
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Appendix C 

Monitoring Tool 
Statement 
 
The Trust is working towards effective clinical governance and governance systems.  To 
demonstrate effective care delivery and compliance, policy authors are required to include how 
monitoring of this policy is linked to auditable standards/key performance indicators will be 
undertaken using this framework. 

CNTW(O)28 – Information Governance Policy - Monitoring Framework 

 
 

Auditable Standard / Key 
Performance Indicators 

 
 

Frequency / Method / Person 
Responsible 

Where Results and 
Any Associate 
Action Plan Will Be 
Reported To 
Implemented and 
Monitored; (this will 
usually be via the 
relevant 
Governance Group) 

1. The Trust must ensure it 
complies with Data Protection 
Act 2018/Freedom Of 
Information Act 2000/ISO IEC 
27002:2005 and guidance 
from NHS Digital 

The Information Governance Team will 
provide a bi-monthly highlight report 
showing: 

 Adherence to legislative timescales 
within the DPA/FOI Acts 

 Reporting of IG incidents in line with 
DPA Act/ISO IEC27002:2005 

 Progress of populating DSP Toolkit 
with adherence to all 

 

Caldicott and 
Information 
Governance Group 
(CIGG) 

2. All information losses and 
breaches of Information 
security must be reported 
using the Web based Incident 
reporting tool 

The Information Governance Team will 
provide a bi-monthly highlight report 
covering IG Incidents reported through 
the Web based Incident reporting tool. 
 

Caldicott and 
Information 
Governance Group 
(CIGG) 

3. All staff must receive 
Mandatory Training on 
Information Governance every 
year 

The Trust must report through the DSP 
Toolkit that staff have completed their IG 
training.  A report showing compliance 
will be provided to CIGG on an annual 
basis by the Information Governance 
Team 
 

IG Toolkit/ Caldicott 
and Information 
Governance Group 
(CIGG) 

4. The Trust will monitor the 
Trust’s systems and any risks 
identified will be assessed and 
actions put in place 

The Information Governance Team will 
produce an annual report to the CIGG 
/SIRO, showing that the Trust systems 
have been risk assessed and any actions 
put in place 
 

Caldicott and 
Information 
Governance Group 
(CIGG)/ Senior 
Information Risk 
Officer  

  
The Author(s) of each Policy is required to complete this monitoring template and ensure that these 
results are taken to the appropriate reporting governance group as above in line with the frequency 
set out. 
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Appendix 1 
 

Legal and Regulatory Framework 
 
The Trust is bound by the provisions of a number of pieces of UK legislation: 
 
1. The Data Protection Act 2018 

2. The Freedom of Information Act 2000 

3. The Human Rights Act 1998 

4. Mental Health Act 1983 

5. Access to Health Records Act 1990 

6. The Children Act 2004 

7. Computer Misuse Act 1990 

8. Copyright, Designs and Patents Act 1988 

9. Electronic Communications Act 2000 

10. Crime & Disorder Act 1998 

11. Environmental Information Regulations 2004 

12. Health and Social Care Act 2008 

13. Regulation of Investigatory Powers Act 2000 

14. Lawful Business Practice Regulations 2000 

15. Public Interest disclosure Act 1998 

16. NHS Sexually Transmitted Disease Regulations 2000 

17. National Health Service Act 1977 

18. Human Fertilisation and Embryology Act 2008 

19. Abortion Regulations 1991 

20. Mental Capacity Act 2005 

21. Common Law Duty of Confidentiality 

22. Essential Standards of Quality and Safety 

23. Records Management Code of Practice, Parts 1 & 2 

 
 


