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1 Introduction 
 
1.1 Cumbria Northumberland, Tyne and Wear NHS Foundation Trust (CNTW) 

operates an email system which allows internal and external 
communication. 

 
1.2 E-mail is a fast and effective electronic means of communicating and 

gathering information that can enhance the efficiency and effectiveness of 
operational business.  

 

1.3           Due to technological advances, e-mail is widely available and is now many 
people’s preferred method of communication.  

 

 The facilities exist primarily for the purpose of conducting 
Trust business but can also be used for permitted personal 
purposes. 

 

 E-mail carries the same legal status as other written 
documents / records and can be used as evidence as part of 
a Court case / Tribunal.  

 

 Any e-mail correspondence which contains personal, 
sensitive or corporate information may be requested using the 
Data Protection Act 2018, Access to Health Records Act 1990 
and/or the Freedom of Information Act 2000 (subject to 
legislative exemptions).  

 

 The e-mail facilities employ complex technology which is not 
guaranteed and staff should not rely wholly and solely on them 
for critical business.  (See the Trust Integrated Emergency 
Plan) 

 

1.3 The Trusts “@cntw.nhs.uk” email service has been accredited against the 
NHS Secure Email standard and can be used to securely to send and 
receive patient identifiable information with other accredited secure email 
addresses including NHSmail (@nhs.net) addresses. The following link 
confirms our accreditation https://digital.nhs.uk/services/nhsmail/the-
secure-email-standard#conformance-statements and also shows other 
organisations who have undertaken the process and now have secure 
email addresses too.  

 
 
2 Purpose 
 
2.1 This Policy sets rules and provides guidance for the use of the Trust’s e-

mail facility. 
 
2.2 This Policy will ensure that staff understand and comply with the national 

guidance and legal requirements surrounding the use of e-mail facilities. 
 
 

https://digital.nhs.uk/services/nhsmail/the-secure-email-standard#conformance-statements
https://digital.nhs.uk/services/nhsmail/the-secure-email-standard#conformance-statements
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3 Duties, Accountability and Responsibilities 
 

 Responsibility for implementation and compliance to this 
Policy lies with the Chief Executive. 

 

 The Senior Information Risk Owner (SIRO) has delegated 
responsibility from the Chief Executive.  The SIRO is the 
Executive Director of Commissioning and Quality Assurance. 

 

 The Information Asset Owner is responsible for Risk 
Management of the E-mail System.  The Information Asset 
Owner is the Director of Informatics. 

 

 Operational Directors/Associate Directors must ensure 
ownership for implementation throughout their respective 
Directorates/Locality Care Groups. 

 

 The Director of Informatics has responsibility for availability of 
the system and ensuring that appropriate safeguards and 
monitoring facilities are in place. 

 

 It is the responsibility of the Information Governance and 
Medico Legal Team to monitor the appropriate use of e-mail 
and alert Trust management where inappropriate use is 
discovered, in accordance with the Trust Incident Reporting 
Procedures. The Team will also provide support as part of 
investigatory work where the locating and retrieval of 
information is required.  

 

 Each and every employee including voluntary and agency 
staff is responsible for the adherence to this Policy whilst 
operating any Trust workstation (or similar equipment/device), 
accessing the Trust’s E-mail System.  A failure to adhere to 
this Policy may result in disciplinary action. 

 
4 Definition of Terms 
 

 Copyright 
 
Copyright is a term used to describe the rights under law that 
people have to protect original work they have created.  The 
original work can be a computer program, document, graphic, 
film or sound recording, for example.  See Section 5.2.9. 
 

 Corporate Information / Records 
  

Corporate Information / Records (other than Health Records) 
reflect the business activities and transactions of the 
organisation and of its employees, i.e. Information / Records 
in relation to financial transactions, ordering of goods and 
services, maintenance of Trust sites etc. 
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 Harassment and Bullying 
 

Harassment can take many forms.  It may involve Managers 
harassing / bullying members of staff and is often directed 
against women and people from ethnic minorities or towards 
people because of their age, sexual orientation, physical or 
mental disability or some other characteristic.  It involves 
action, behaviour, comment or physical contact which is found 
objectionable or which causes offence and therefore is not 
tolerated.  See Section 5.2.7. 
 

 NHS Records Management Code of Conduct 
 
A Code of Conduct issued by the Department of Health, which 
includes in Part 2, the NHS Retention of Records Schedule. 
 

 Personal information 
 
Is information which can identify a person – in which the 
person is the focus of the information and which links that 
individual to details which would be regarded as private, 
e.g.name and private address, home telephone number etc.  

 

 Pornography 
 
Pornography can take many forms.  For example, textual 
descriptions still and moving images, cartoons and sound 
files.  Some pornography is illegal in the UK and some is 
legal.The law makes it an offence under the Obscene 
Publications Act 1959 and 1964 to publish, whether for gain or 
not, any content whose effect will tend to "deprave and 
corrupt" those likely to read, see or hear the matter contained 
or embodied in it. 
 

 Sensitive Personal Information 
 
Sensitive personal information is where the personal 
information contains details of that person’s: 
 

 Health or physical condition 
 

 Sexual life 
 

 Ethnic Origin 
 

 Religious beliefs 
 

 Political Views 
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 Criminal convictions 
 

 Biometric data  
 
 
5 Procedure / Process 
 
5.1 Core Principles 
 

 All Staff, where their role requires, will have access to the 
Trust’s e-mail.  

 

 Recognised staff organisations, including Trade Unions, will 
have access to Trust’s e-mail where appropriate authorisation 
is given.  

 

 Non NHS Organisations and third parties may also have 
access to Trust’s e-mail where appropriate authorisation is 
given. 

 

 Personal use of the e-mail facilities will be limited (usage and 
content).  

 

 Safeguards will be established to protect the security, integrity 
and availability of the Trust’s Systems 

 

 The requirements of relevant legislation and mandatory 
national policies/guidance will be observed at all times.  

 

 Staff awareness of copyright and contractual issues will be 
raised with line management.  

 

 Guidance on e-mail etiquette will be observed  
 

 

 Guidance on housekeeping to ensure efficiency in the 
operation of the network and personal folders will be observed  

 

 Where personal, sensitive and corporate information is 
detailed within the content of e-mails, guidance will be 
available if they are requested under the Data Protection Act 
2018, Access to Health Records Act 1990, and Freedom of 
Information Act 2000 or by a Court / Tribunal. 
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5.2 Common Standards – E-mail 
 
5.2.1 Access 
 
5.2.1.1 Email is available to all staff who are registered as users of the computer 

network.  All users are required to read and complete a ‘Confidentiality 
agreement’ form which is submitted to the Trust’s Informatics Service 
Helpdesk (via Access Request Management System ‘ARMS’) before 
access is granted. 

 
 
5.2.2 Personal Use 
 
5.2.2.1 E-mail is primarily for Trust business and research related work.  However, 

the Trust is a reasonable employer recognising the value of e-mail as an 
important form of communication across the Trust and associated networks.  
It appreciates the need to allow a degree of flexibility for Staff to send and 
receive personal e-mails. 

 
5.2.2.2 Users must not send out an e-mail that may show the Trust in an 

unprofessional light or send e-mails that contain images or messages of an 
illicit or illegal nature. 

 
5.2.2.3 Staff should be aware that both private and business use of e-mail will be 

subject to monitoring.  Inappropriate or excessive use may result in 
disciplinary action and / or removal of facilities. Further, e-mail should not 
be used as a means to conduct personal business.  

 
5.2.2.4 Where e-mails are used to send SMS Messages, this service can only be 

used for work related purposes, for example, sending appointment 
reminders to service users.  Staff must not use this facility for personal 
reasons. 

 
5.2.3 Confidentiality 
 
5.2.3.1 Confidentiality can be compromised, especially when using Internet-based 

E-mail Systems or unsecure Wi-Fi connections. Therefore, the principles of 
the Data Protection Act 2018, Caldicott 2 guidelines and Information security 
guidance should be adhered to at all times. 

  

5.2.3.2 Staff must satisfy themselves through risk assessment of the sensitivity and 
volume of the data before using e-mail as a method of transfer.  Please refer 
to the Confidentiality Policy – CNTW (O) 29 for further guidance. 

 
5.2.3.3 Staff must take every precaution when selecting recipients from the Global 

address list, to ensure the email reaches the intended person.  Additionally, 
care must be taken if using the reply to all facility, particularly if a document 
containing personal details is being attached.  
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5.2.3.4 This includes the use of group distribution lists.  Staff included on those 
lists may have moved teams or have left the Trust, therefore there should 
be a check of recipient’s names on the group distribution list before used.  

 
 
5.2.3.5     Care should be given when using the Carbon Copy ‘CC’ and the Blind 

Carbon Copy ‘BCC’ functionality within e-mails. ‘CC’ is to be used when 
the recipients of the e-mail can be aware of who else has received the e-
mail. Where ‘BCC ‘is used, the recipients of the e-mail will not be aware 
who else has received the same e-mail. Therefore, BCC is likely to be the 
most appropriate for group distribution lists, or where personal e-mails for 
staff, service users or others are used.  

 
5.2.3.6 At no time should personal, sensitive or corporate information in relation to 

Trust business be emailed to staff personal emails accounts, 
 i.e. to Hotmail / Gmail / Yahoo Mail, etc. 
 
5.2.3.7 Staff are also reminded that there should be no auto forwarding rules on 

their CNTW email accounts to their personal email accounts. 
 
5.2.3.8 All internal emails containing personal and sensitive information should limit 

the number of recipients on a ‘need to know’ basis, and also the amount of 
person identifiable information contained within the content of an e-mail 
should be limited. i.e., use of RiO number for patients and initials and 
staff/ESR number and initials for staff. However, in order to assist with 
identification of the individual, further information can be provided. 

 
5.2.3.9  The Trust’s “@cntw.nhs.uk” email service has been accredited against the 

NHS Secure Email standard and can be used to securely to send and 
receive patient identifiable information with other accredited secure email 
addresses including NHSmail (@nhs.net) addresses. 

 
5.2.3.10 E-mails containing personal and sensitive information can be sent from 

CNTW email accounts but are only secure when being sent to e-mail 
addresses with the following extensions: 

 
Secure e-mail domains in Central Government/ Local Government / Social 
Services:  
 

 .gov.uk  

 

The Police National Network / Criminal Justice Services / Ministry of 
Defense secure e-mail domains: 
 

 *.police.uk 

 

 *.pnn.police.uk 

 

 *.scn.gov.uk 
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 *.cjsm.net 

 

 *.mod.uk  
 
 

5.2.3.11 In exceptional circumstances where personal and sensitive information 
needs to be shared with an organisation who do not have access to a secure 
e-mail account, password protection of a document can be considered. 
However, if this is not feasible, advice can be sought from the Information 
Governance and Medico Legal Team. 

 

5.2.3.12 Where passwords are used to protect a document, the password must be a 
strong one consisting of upper and lower case letters and numbers.  It must 
be communicated to the receiver separately to the e-mail either in a second 
email following receipt or via a telephone conversation.  

 
5.2.3.13 If staff need to send an e-mail attachment externally from the Trust and it is 

being blocked due to the size of the attachments, staff can contact the IT 
Service Desk who can arrange for the attachment to be sent securely using 
a file transfer service.  

 
5.2.4 Disclaimers 
 

5.2.4.1 A disclaimer should be attached to all e-mail leaving the Trust network at 
the e-mail server.  This is designed to limit the Trust’s potential liability with 
respect to information being communicated.  The disclaimer is not meant to 
preclude the user from undertaking fundamental checks before sending the 
e-mail, e.g. checking the content for accuracy, correct addressee, etc. An 
example of a disclaimer is below: 

 
‘The information contained in this e-mail may be subject to public disclosure 
under the NHS Code of Openness or the Freedom of Information Act 2000.  
Unless the information is legally exempt, the confidentiality of this e-mail and 
your reply cannot be guaranteed.  Unless expressly stated otherwise, the 
information contained in this e-mail is intended for the named recipient(s) 
only.  If you are not the intended recipient you must not copy, distribute, or 
take any action or reliance upon it.  If you have received this e-mail in error, 
please notify the sender.  Any unauthorised disclosure of the information 
contained in this e-mail is strictly prohibited.’ 

 
5.2.5 Housekeeping 
 
5.2.5.1 The amount of e-mails in a personal Trust inbox should be kept to a 

minimum. Where possible, e-mails should be deleted after reading, 
response, or action.  Saved e-mails should be reviewed on a monthly basis 
and deleted when no longer required.  E-mails that need to be saved should 
be moved to a network drive for operational/business continuity.  The same 
housekeeping rules apply to sent Items. Please see point 5.2.6 below.  

 
5.2.5.2 Care should be taken when sending file attachments internally within the 

Trust as these are typically large and may cause network congestion.  
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Where possible a link to where the documents are stored should be included 
in the e-mail instead of attaching the full document.  The IT Service Desk 
will be able to give advice and how this can be done. 

 
5.2.5.3 Staff should refrain from ‘replying to all’ of the distribution list where this is 

not required, and they only need to respond to specific members of staff.  
 
5.2.5.4 It is the responsibility of staff to manage delegates and apply ‘out of office’. 

Only in emergencies should the IT Service Desk be contacted to facilitate 
this. 

 
5.2.6 Retention of E-mails 
 

5.2.6.1 For those e-mails which should be retained for a set period of time (including 
permanent retention) they should be filed appropriately in accordance with 
the Records Management Policy – CNTW (O) 09.  This includes e-mails 
which contain personal and corporate information. 

 
5.2.6.2 E-mails containing corporate information should be saved on a network 

folder which can be easily be located if the content of the email is required 
to comply with a request under the Freedom of Information Act 2000.  The 
content of the e-mails in network drives should be routinely checked and 
any information which has exceeded its retention period should be deleted. 

 
5.2.6.3 If the personal information contained in the e-mails relates to staff, then 

managers should save this in a secure folder on the network where access 
is limited to that manager.  This information needs to be retained in the event 
the member of staff requests access to their staff record under the Data 
Protection Act 2018.  If the staff member moves teams / departments then 
the information should be passed on to their new Line Manager. 

 
5.2.6.4 Where the email contains personal and sensitive information in relation to 

service users then a copy should be retained or appropriately summarised 
in the service user’s health record on RiO. It is important that the e-mail or 
summary of the e-mail provides the necessary information to support 
delivery of care and treatment. This is to ensure that a complete record of 
all correspondence on the care and treatment of the service user is kept by 
the Trust in the event they wish to make a subject access request under the 
Data Protection Act 2018.  

 
5.2.7 Harassment 
 

5.2.7.1 In accordance with Workforce (HR) Policies, it is strictly forbidden to send 
messages that contain offensive or harassing statements or language, 
particularly in respect of race, national origin, sex, sexual orientation, age, 
disability, religious or political beliefs.  Remarks sent by e-mail that are 
capable of amounting to harassment may lead to complaints of 
discrimination under the Equality Act 2010 and may be unlawful.  

 
5.2.7.2 Please note that this includes joke e-mails which must not be circulated 

under any circumstances, as these may be considered offensive under 
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Trust Policy.  The Trust has the potential to search staff e-mail accounts if 
any of the above is suspected. 

 
5.2.8 Defamation 
 
5.2.8.1 The ease of use of e-mail can lead to unguarded and impetuous comments 

being made, which in turn could be classified as defamatory.   
 
 Defamation arises where there is the publication of an untrue statement 

tending to lower the subject of the statement (which may be an individual or 
an organisation) in the estimation of the public generally.  Liability for the 
Tort of defamation applies to electronic communication just as it does to 
more traditional forms of publishing.  Staff are therefore advised to take care 
when drafting e-mails to ensure that the content is not libellous.  Staff should 
remember that in some cases access to e-mails can be requested under 
Data Protection Act and Freedom of Information legislation. 

 
5.2.9 Copyright 
 
5.2.9.1 Under the Copyright, Designs and Patents Act 1988, copyright law can be 

infringed by making an electronic copy or making a ‘transient’ copy (which 
occurs when sending an e-mail).  Copyright infringement is becoming more 
commonplace as more and more people forward text, graphics, audio and 
video clips by e-mail.  Staff must not, therefore, copy, forward, or otherwise 
disseminate third-party work without appropriate consent or copyright 
licence.  

 
5.2.10 Viruses 
 

5.2.10.1 Viruses can damage computer systems, destroy data, cause disruption and 
incur considerable expense for the Trust.  The Trust will provide an Antivirus 
solution and staff must not alter of change the configuration under any 
circumstances.  Staff should be cautious when opening attachments from 
an unknown source.  If any viruses are found, the IT Service Desk must be 
informed immediately.  The downloading and subsequent use of any 
software received via e-mail, without the prior approval of the IT 
Department, is strictly forbidden (this includes screen savers). 

 

5.2.11 Etiquette 
 
5.2.11.1 The following should be observed: 
 

 All e-mail messages should be written in lower case, subject 
to grammatical rules, as using CAPITAL letters is considered 
to be aggressive 

 

 The content should not contain any inappropriate comments 
or words 

 

 The subject field should always be used to add a short 
description of the contents of the e-mail.  This will assist the 
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recipient in prioritising opening of e-mail and aids future 
retrieval of opened messages 

 

 Care should be taken with content.  Nothing should be written 
in an e-mail that would not be written in a letter or said to 
someone face to face 

 

 The same conventions should be used as when sending a 
letter by post, e.g. using the same style of salutation 

 

 Use of distribution lists, or the ‘reply to all’ function must not 
be used unnecessarily 

 

 Appropriate use of CC and BCC functionality of e-mail.  
 

 E-mails should be signed off with the name, title and contact 
details of the sender.  In Section 16 of the guidance document 
on the Trust Corporate Identity Guidelines there are details of 
the Trust standard email signature which must be adopted by 
all staff.  They are as follows: 

 

 E-mails should be composed on a plain white background, 
design templates may not be added 

 

 Typeface should be Arial 
 

 Font size should be 12 or larger i.e. 16 if recipients have a 
visual impairment, learning disability etc. 

 

 E-mail signatures and contact details should be used to 
conclude all communications and include the following: 

 
o Name in bold 
 
o Job title 
 
o Department 
 
o Trust name in NHS blue 
 
o Address 
 
o Telephone number 
 
o Mobile number (if available) 
 
o E-mail address 
 
o Trust website address 
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As per example taken from the Trust Corporate Identity Guidelines 
below:  
 
Mary Johnson 
Manager 
Psychological Department 
Cumbria Northumberland, Tyne and Wear NHS Foundation Trust 
St Nicholas Hospital 
Jubilee Road, Gosforth 
Newcastle upon Tyne, NE3 3XT 
Tel: 0191 223 2323 
Mobile: 0774 5755 777 
email: mary.johnson@CNTW.nhs.uk 
web: www.CNTW.nhs.uk 
 

Further guidance on Corporate Identity can be found by clicking   
on the following link: 
 
http://nww1.CNTW.nhs.uk/spider/services/files/1281094668Corporate
%20Identity%20Guidelines.pdf  

 
 

 A disclaimer should follow the contact details of the sender.  
Please see point 5.2.4.1. 

 
 
5.2.12 Formation of Contracts 
 

5.2.12.1 E-mail is capable of forming or varying a contract in just the same way as a 
written letter.  Such capability gives rise to the danger of Staff inadvertently 
forming contracts on behalf of the Trust or varying contractual terms to 
which the Trust then becomes bound.  Staff should take due care when 
drafting the words of an e-mail so that they cannot be construed as forming 
or varying a contract when this is not the intention. 

 
6 Identification of Stakeholders 
 
6.1 This is an existing Policy with no changed content that relates to operational 

and / or clinical practice and Trustwide consultation was not required.  
 

 North Locality Care Group 

 Central Locality Care Group 

 South Locality Care Group 

 North Cumbria Locality Care Group 

 Corporate Decision Team 

 Business Delivery Group 

 Safer Care Group 

 Communications, Finance, IM&T 

 Commissioning and Quality Assurance 

http://www.ntw.nhs.uk/
http://nww1.ntw.nhs.uk/services/index.php?id=3021&p=2808&sp=2994
http://nww1.ntw.nhs.uk/services/index.php?id=3021&p=2808&sp=2994
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 Workforce and Organisational Development 

 NTW Solutions 

 Local Negotiating Committee 

 Medical Directorate 

 Staff Side 

 Internal Audit 

 Health, Safety and Resilience 

 
7 Training 
 

7.1  Training for this Policy is incorporated into the annual Information 
Governance Training mandated to all staff. 

 
7.2 Where additional training is required it is the responsibility of both managers 

and staff to ensure that this is undertaken and that attendance is verified 
and recorded. 

 
8 Implementation 
 
8.1 Taking into consideration all the implications associated with this Policy, it 

is considered that a target date of November 2020 is achievable for the 
contents to be implemented across the Trust. 

 
8.2 This will be monitored as outlined In Appendix C, Monitoring Tool. 
 
 
9 Fair Blame 
 
9.1 The Trust is committed to developing an open learning culture.  It has 

endorsed the view that, wherever possible, disciplinary action will not be 
taken against members of staff who report near misses and adverse 
incidents, although there may be clearly defined occasions where 
disciplinary action will be taken. 

 
 
10 Fraud, Bribery and Corruption 
 
10.1 In accordance with the Trust’s Policy CNTW (O) 23 – Fraud, Bribery and 

Corruption Policy / Response Plan, all suspected cases of fraud and 
corruption should be reported immediately to the Trust’s Local Counter 
Fraud Specialist or to the Executive Director of Finance. 

 
 
11 Monitoring Compliance 
 
11.1 Responsibility for monitoring compliance with this Policy locally lies with 

Associate Directors and Line Managers. 
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11.2 The Information Governance Team will monitor compliance with this Policy 
through observation, spot checks and through incident management in line 
with the Trust Incident reporting process.  

 

11.3 Any compliance issues will be reported to the Line Managers concerned and 
may be handled through staff disciplinary processes or contractual 
arrangements. 

 
11.4 Incident Reporting 

 
11.4.1 All incidents involving the loss of data whether encrypted or unencrypted 

must be reported immediately to the Information Governance Department 
and dealt with in accordance with the Trust Incident Reporting Procedure 
(See Trust Policy CNTW (O) 05 - Incident Reporting and Procedures). 

 
 
12  Associated Documents 
 

 CNTW(O)29 - Confidentiality Policy (and associated PGN) 
 

 CNTW(HR)04 - Disciplinary Policy 

 

 CNTW(HR)08 - Dignity and Respect at Work Policy 
 

 CNTW(O)05 - Incident Policy, (including the management of 
Serious Untoward Incidents and associated Practice Guidance 
Notes (PGNs)) 

 

 IP-PGN-11 – Reporting of Information Governance Incidents 
 

 CNTW(O)09 - Management of Records Policy (and 
associated PGNs) 

 

 CNTW(O)33 - Risk Management Policy 
 

 CNTW(O)35 - Information Security Policy 
 

 CNTW(O)43 - Freedom of Information Policy 
 

 CNTW(O)55 - Information Risk Policy 
 

 CNTW(O)62 - Information Sharing Policy 
 

 
13 References 
 

 

 https://ico.org.uk/ 

 https://digital.nhs.uk/ 

 https://digital.nhs.uk/services/nhsmail/the-secure-email-
standard#conformance-statements 

https://ico.org.uk/
https://digital.nhs.uk/
https://digital.nhs.uk/services/nhsmail/the-secure-email-standard#conformance-statements
https://digital.nhs.uk/services/nhsmail/the-secure-email-standard#conformance-statements
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Appendix A 

 
Equality Analysis Screening Toolkit 

Names of Individuals 
involved in Review 

Date of Initial 
Screening 

Review Date Service Area / Locality 

Angela Faill Nov 2020 Nov 2021 Trust-wide 

Policy to be analysed Is this policy new or existing? 

CNTW(O)44 Acceptable Use of E-mail Policy V04 Existing 

What are the intended outcomes of this work? Include outline of objectives and function aims 

This Policy sets rules and provides guidance for the use of the Trust email facility.  This Policy 
will ensure that staff understand and comply with legal requirements surrounding the use of email 
facilities. 
Who will be affected? e.g. staff, service users, carers, wider public etc.  

Staff, Service Users and the wider public. 
 

Protected Characteristics under the Equality Act 2010. The following characteristics have protection 
under the Act and therefore require further analysis of the potential impact that the policy may have upon 
them 

Disability  Not Applicable 

Sex  Not Applicable 

Race  Not Applicable 

Age  Not Applicable 

Gender reassignment  

(including transgender) 

Not Applicable 

Sexual orientation. Not Applicable 

Religion or belief  Not Applicable 

Marriage and Civil 
Partnership 

Not Applicable 

Pregnancy and maternity 

 

Not Applicable 

Carers  Not Applicable 

Other identified groups  Not Applicable 

How have you engaged stakeholders in gathering evidence or testing the evidence available?  

Though standard Policy consultation mechanisms. 
 

How have you engaged stakeholders in testing the policy or programme proposals?  

Though standard Policy consultation mechanisms. 
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For each engagement activity, please state who was involved, how and when they were engaged, 
and the key outputs: 

Though standard Policy consultation mechanisms 

Summary of Analysis Considering the evidence and engagement activity you listed above please 
summarise the impact of your work. Consider whether the evidence shows potential for differential impact, 
if so state whether adverse or positive and for which groups. How you will mitigate any negative impacts. 
How you will include certain protected groups in services or expand their participation in public life. 

Not Applicable 

Now consider and detail below how the proposals impact on elimination of discrimination, 
harassment and victimisation, advance the equality of opportunity and promote good relations 
between groups. Where there is evidence, address each protected characteristic 

Eliminate discrimination, harassment and 
victimisation  

Not Applicable 

Advance equality of opportunity  Not Applicable 
Promote good relations between groups  Not Applicable 
What is the overall impact?  
 

Not Applicable 

Addressing the impact on equalities  Not Applicable 

From the outcome of this Screening, have negative impacts been identified for any protected 
characteristics as defined by the Equality Act 2010? No 

 

If yes, has a Full Impact Assessment been recommended?  If not, why not? 
 

Manager’s signature:      Angela Faill                                        Date: Nov 2020 
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Appendix B 

 
Communication and Training Check List for Policies 

 
Key Questions for the accountable committees designing, reviewing or agreeing a 

new Trust policy 
 
Is this a new policy with new training 
requirements or a change to an existing policy? 

No this is an existing policy.  

If it is a change to an existing policy are there 
changes to the existing model of training 
delivery? If yes specify below. 

N/A  

Are the awareness/training needs required to 
deliver the changes by law, national or local 
standards or best practice? 
Please give specific evidence that identifies the 
training need, e.g. National Guidance, CQC, NHS 
Resolutions etc.  
Please identify the risks if training does not occur.  

Ensure that all staff are made aware of Trust 
Policy, Legislation and national guidance,  

Please specify which staff groups need to 
undertake this awareness/training. Please be 
specific. It may well be the case that certain 
groups will require different levels e.g. staff group 
A requires awareness and staff group B requires 
training.  

 Trust-wide 

Is there a staff group that should be prioritised for 
this training / awareness?  

It is essential that all staff groups within the 
Trust are made aware of the policy and the 
responsibilities associated with the legislation 
and guidance 

Please outline how the training will be delivered. 
Include who will deliver it and by what method.  
 
The following may be useful to consider: 
Team brief/e bulletin of summary 
Management cascade 
Newsletter/leaflets/payslip attachment 
Focus groups for those concerned 
Local Induction Training 
Awareness sessions for those affected by the 
new policy 
Local demonstrations of techniques/equipment 
with reference documentation 
Staff Handbook Summary for easy reference 
Taught Session  
E Learning 

Team brief, CEO Bulletin, Intranet, face to 
face training, E-learning ,Staff IT Handbook 

Please identify a link person who will liaise with the 
training department to arrange details for the Trust 
Training Prospectus, Administration needs 

 Head of Information Governance and 
Medico Legal.  
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Appendix B – continued 
 

Training Needs Analysis 
 
Staff / Professional 
Group 

Type of Training Duration of 
Training 

Frequency of 
Training 
 

All Mandatory IG Training 1 hour 
 
Annual 
 

 
 
 

 

Should any advice be required, please contact: 0191 245 6777  
(internal 56777 - Option 1) 
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Appendix C 
Monitoring Tool 

Statement 
 
The Trust is working towards effective clinical governance and governance systems.  
To demonstrate effective care delivery and compliance, Policy authors are required to 
include how monitoring of this Policy is linked to Auditable Standards / Key 
Performance Indicators will be undertaken using this framework. 
 

CNTW(O)44 – Acceptable Use of Email Policy - Monitoring Framework 

Auditable Standard / Key 
Performance Indicators 

Frequency / Method / Person 
Responsible 

Where Results 
and Any 
Associate Action 
Plan Will Be 
Reported To and 
Monitored; (this 
will usually be via 
the relevant 
Governance 
Group) 
 

1. The Trust will ensure 
that appropriate 
controls are in place to 
provide security to 
networked facilities 
 

The Trust network is subject to an 
Annual Risk Assessment by the 
IAO / IAA which will include E-mail 
technology 

Identified risks will 
be reported via 
IAO to the SIRO 
annually and 
reported to 
Caldicott and 
Information 
Governance 
Group (CIGG) 
 

2. The most current 
version of anti-virus 
software will be 
available on all Trust 
computers 

The Trust network is subject to an 
Annual Risk Assessment by the 
IAO / IAA which will include E-mail 
technology 

Identified risks will 
be reported via 
IAO to the SIRO 
annually or if and 
when an incident 
occurs 
 

3. All incidents or 
breaches of policy are 
clearly and accurately 
recorded through the 
reporting of incidents 
 

Incidents discussed at IG Incident 
Review Group 
 
Bi-monthly Incident Report 
through (CIGG) 

Caldicott and 
Information 
Governance 
Group (CIGG) 

The Author(s) of each Policy is required to complete this monitoring template and 
ensure that these results are taken to the appropriate reporting governance group as 
above in line with the frequency set out. 


